
METHODOLOGY 

ASSESSING TECHNICAL COMPLIANCE WITH THE FATF RECOMMENDATIONS AND THE EFFECTIVENESS OF AML/CFT SYSTEMS 
 

 

 

TECHNICAL COMPLIANCE ASSESSMENT 39  

RECOMMENDATION 8 NON-PROFIT ORGANISATIONS (NPOS) 

Taking a risk-based approach 

8.1 Countries should:  

(a) Without prejudice to the requirements of Recommendation 1, since not all NPOs are 

inherently high risk (and some may represent little or no risk at all), identify which 

subset of organizations fall within the FATF definition28 of NPO, and use all relevant 

sources of information, in order to identify the features and types of NPOs which by 

virtue of their activities or characteristics, are likely to be at risk of terrorist financing 

abuse29;  

(b) identify the nature of threats posed by terrorist entities to the NPOs which are at risk 

as well as how terrorist actors abuse those NPOs;  

(c) review the adequacy of measures, including laws and regulations, that relate to the 

subset of the NPO sector that may be abused for terrorism financing support in order 

to be able to take proportionate and effective actions to address the risks identified; 

and 

(d)  periodically reassess the sector by reviewing new information on the sector’s 

potential vulnerabilities to terrorist activities to ensure effective implementation of 

measures.  

Sustained outreach concerning terrorist financing issues  

8.2 Countries should:  

(a) have clear policies to promote accountability, integrity, and public confidence in the 

administration and management of NPOs;  

(b) encourage and undertake outreach and educational programmes to raise and deepen 

awareness among NPOs as well as the donor community about the potential 

vulnerabilities of NPOs to terrorist financing abuse and terrorist financing risks, and 

the measures that NPOs can take to protect themselves against such abuse;  

(c) work with NPOs to develop and refine best practices to address terrorist financing 

risk and vulnerabilities and thus protect them from terrorist financing abuse; and  

                                                      
28  For the purposes of this Recommendation, NPO refers to a legal person or arrangement or organisation 

that primarily engages in raising or disbursing funds for purposes such as charitable, religious, cultural, 
educational, social or fraternal purposes, or for the carrying out of other types of “good works”. 

29  For example, such information could be provided by regulators, tax authorities, FIUs, donor organisations 
or law enforcement and intelligence authorities. 
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(d) encourage NPOs to conduct transactions via regulated financial channels, wherever 

feasible, keeping in mind the varying capacities of financial sectors in different 

countries and in different areas of urgent charitable and humanitarian concerns.  

Targeted risk-based supervision or monitoring of NPOs 

8.3 Countries should take steps to promote effective supervision or monitoring such that they 

are able to demonstrate that risk based measures apply to NPOs at risk of terrorist financing 

abuse.30   

8.4 Appropriate authorities should: 

(a) monitor the compliance of NPOs with the requirements of this Recommendation, 

including the risk-based measures being applied to them under criterion 8.331; and  

(b) be able to apply effective, proportionate and dissuasive sanctions for violations by 

NPOs or persons acting on behalf of these NPOs.32   

Effective information gathering and investigation  

8.5 Countries should:  

(a) ensure effective co-operation, co-ordination and information-sharing to the extent 

possible among all levels of appropriate authorities or organisations that hold 

relevant information on NPOs;  

(b) have investigative expertise and capability to examine those NPOs suspected of either 

being exploited by, or actively supporting, terrorist activity or terrorist organisations;  

(c) ensure that full access to information on the administration and management of 

particular NPOs (including financial and programmatic information) may be obtained 

during the course of an investigation; and   

(d) establish appropriate mechanisms to ensure that, when there is suspicion or 

reasonable grounds to suspect that a particular NPO: (1) is involved in terrorist 

financing abuse and/or is a front for fundraising by a terrorist organisation; (2) is 

being exploited as a conduit for terrorist financing, including for the purpose of 

escaping asset freezing measures, or other forms of terrorist support; or (3) is 

concealing or obscuring the clandestine diversion of funds intended for legitimate 

purposes, but redirected for the benefit of terrorists or terrorist organisations, that 

                                                      
30  Some examples of measures that could be applied to NPOs, in whole or in part, depending on the risks 

identified are detailed in sub-paragraph 6(b) of INR.8. It is also possible that existing regulatory or other 
measures may already sufficiently address the current terrorist financing risk to the NPOs in a 
jurisdiction, although terrorist financing risks to the sector should be periodically re-assessed.   

31  In this context, rules and regulations may include rules and standards applied by self-regulatory 
organisations and accrediting institutions. 

32  The range of such sanctions might include freezing of accounts, removal of trustees, fines, de-certification, 
delicensing and de-registration. This should not preclude parallel civil, administrative or criminal 
proceedings with respect to NPOs or persons acting on their behalf where appropriate. 
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this information is promptly shared with competent authorities, in order to take 

preventive or investigative action.  

Effective capacity to respond to international requests for information about an NPO of concern 

8.6 Countries should identify appropriate points of contact and procedures to respond to 

international requests for information regarding particular NPOs suspected of terrorist 

financing or involvement in other forms of terrorist support.  
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INTERPRETIVE NOTE TO RECOMMENDATION 8  
(NON-PROFIT ORGANISATIONS) 

A. INTRODUCTION  

1. Given the variety of legal forms that non-profit organisations (NPOs) can have, depending on 
the country, the FATF has adopted a functional definition of NPO. This definition is based on 
those activities and characteristics of an organisation which put it at risk of terrorist financing 
abuse, rather than on the simple fact that it is operating on a non-profit basis. For the 
purposes of this Recommendation, NPO refers to a legal person or arrangement or 
organisation that primarily engages in raising or disbursing funds for purposes such as 
charitable, religious, cultural, educational, social or fraternal purposes, or for the carrying out 
of other types of “good works”. Without prejudice to Recommendation 1, this 
Recommendation only applies to those NPOs which fall within the FATF definition of an NPO. 
It does not apply to the entire universe of NPOs.  

2. NPOs play a vital role in the world economy and in many national economies and social 
systems. Their efforts complement the activity of the governmental and business sectors in 
providing essential services, comfort and hope to those in need around the world. The FATF 
recognises the vital importance of NPOs in providing these important charitable services, as 
well as the difficulty of providing assistance to those in need, often in high risk areas and 
conflict zones, and applauds the efforts of NPOs to meet such needs. The FATF also recognises 
the intent and efforts to date of NPOs to promote transparency within their operations and to 
prevent terrorist financing abuse, including through the development of programmes aimed 
at discouraging radicalisation and violent extremism. The ongoing international campaign 
against terrorist financing has identified cases in which terrorists and terrorist organisations 
exploit some NPOs in the sector to raise and move funds, provide logistical support, encourage 
terrorist recruitment, or otherwise support terrorist organisations and operations. As well, 
there have been cases where terrorists create sham charities or engage in fraudulent 
fundraising for these purposes. This misuse not only facilitates terrorist activity, but also 
undermines donor confidence and jeopardises the very integrity of NPOs. Therefore, 
protecting NPOs from terrorist financing abuse is both a critical component of the global fight 
against terrorism and a necessary step to preserve the integrity of NPOs and the donor 
community. Measures to protect NPOs from potential terrorist financing abuse should be 
targeted and in line with the risk-based approach. It is also important for such measures to be 
implemented in a manner which respects countries’ obligations under the Charter of the 
United Nations and international human rights law. 

3. Some NPOs may be vulnerable to terrorist financing abuse by terrorists for a variety of 
reasons. NPOs enjoy the public trust, have access to considerable sources of funds, and are 
often cash-intensive. Furthermore, some NPOs have a global presence that provides a 
framework for national and international operations and financial transactions, often within 
or near those areas that are most exposed to terrorist activity. In some cases, terrorist 
organisations have taken advantage of these and other characteristics to infiltrate some NPOs 
and misuse funds and operations to cover for, or support, terrorist activity. 
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B. OBJECTIVES AND GENERAL PRINCIPLES  

4. The objective of Recommendation 8 is to ensure that NPOs are not misused by terrorist 
organisations: (i) to pose as legitimate entities; (ii) to exploit legitimate entities as conduits 
for terrorist financing, including for the purpose of escaping asset freezing measures; or (iii) 
to conceal or obscure the clandestine diversion of funds intended for legitimate purposes, but 
diverted for terrorist purposes. In this Interpretive Note, the approach taken to achieve this 
objective is based on the following general principles: 

(a) A risk-based approach applying focused measures in dealing with identified threats of 
terrorist financing abuse to NPOs is essential given the diversity within individual 
national sectors, the differing degrees to which parts of each sector may be vulnerable 
to terrorist financing abuse, the need to ensure that legitimate charitable activity 
continues to flourish, and the limited resources and authorities available to combat 
terrorist financing in each country. 

(b) Flexibility in developing a national response to terrorist financing abuse of NPOs is 
essential, in order to allow it to evolve over time as it faces the changing nature of the 
terrorist financing threat. 

(c) Past and ongoing terrorist financing abuse of NPOs requires countries to adopt 
effective and proportionate measures, which should be commensurate to the risks 
identified through a risk-based approach. 

(d) Focused measures adopted by countries to protect NPOs from terrorist financing 
abuse should not disrupt or discourage legitimate charitable activities. Rather, such 
measures should promote accountability and engender greater confidence among 
NPOs, across the donor community and with the general public, that charitable funds 
and services reach intended legitimate beneficiaries. Systems that promote achieving a 
high degree of accountability, integrity and public confidence in the management and 
functioning of NPOs are integral to ensuring they cannot be abused for terrorist 
financing. 

(e) Countries are required to identify and take effective and proportionate action against 
NPOs that either are exploited by, or knowingly supporting, terrorists or terrorist 
organisations taking into account the specifics of the case. Countries should aim to 
prevent and prosecute, as appropriate, terrorist financing and other forms of terrorist 
support. Where NPOs suspected of, or implicated in, terrorist financing or other forms 
of terrorist support are identified, the first priority of countries must be to investigate 
and halt such terrorist financing or support. Actions taken for this purpose should, to 
the extent reasonably possible, minimise negative impact on innocent and legitimate 
beneficiaries of charitable activity. However, this interest cannot excuse the need to 
undertake immediate and effective actions to advance the immediate interest of 
halting terrorist financing or other forms of terrorist support provided by NPOs. 

(f) Developing cooperative relationships among the public and private sectors and with 
NPOs is critical to understanding NPOs’ risks and risk mitigation strategies, raising 
awareness, increasing effectiveness and fostering capabilities to combat terrorist 
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financing abuse within NPOs. Countries should encourage the development of 
academic research on, and information-sharing in, NPOs to address terrorist financing 
related issues. 

C. MEASURES 

5. Without prejudice to the requirements of Recommendation 1, since not all NPOs are 
inherently high risk (and some may represent little or no risk at all), countries should identify 
which subset of organisations fall within the FATF definition of NPO. In undertaking this 
exercise, countries should use all relevant sources of information in order to identify features 
and types of NPOs, which, by virtue of their activities or characteristics, are likely to be at risk 
of terrorist financing abuse.21 It is also crucial to identify the nature of threats posed by 
terrorist entities to the NPOs which are at risk as well as how terrorist actors abuse those 
NPOs. Countries should review the adequacy of measures, including laws and regulations, that 
relate to the subset of the NPO sector that may be abused for terrorism financing support in 
order to be able to take proportionate and effective actions to address the risks identified. 
These exercises could take a variety of forms and may or may not be a written product. 
Countries should also periodically reassess the sector by reviewing new information on the 
sector’s potential vulnerabilities to terrorist activities to ensure effective implementation of 
measures. 

6. There is a diverse range of approaches in identifying, preventing and combating terrorist 
financing abuse of NPOs. An effective approach should involve all four of the following 
elements: (a) sustained outreach, (b) targeted risk-based supervision or monitoring, 
(c) effective investigation and information gathering and (d) effective mechanisms for 
international cooperation. The following measures represent examples of specific actions that 
countries should take with respect to each of these elements, in order to protect NPOs from 
potential terrorist financing abuse. 

 (a) Sustained outreach concerning terrorist financing issues 

(i) Countries should have clear policies to promote accountability, integrity and 
public confidence in the administration and management of NPOs. 

(ii) Countries should encourage and undertake outreach and educational 
programmes to raise and deepen awareness among NPOs as well as the donor 
community about the potential vulnerabilities of NPOs to terrorist financing 
abuse and terrorist financing risks, and the measures that NPOs can take to 
protect themselves against such abuse. 

(iii) Countries should work with NPOs to develop and refine best practices to 
address terrorist financing risks and vulnerabilities and thus protect them from 
terrorist financing abuse. 

                                                      
21  For example, such information could be provided by regulators, tax authorities, FIUs, donor organisations or law 

enforcement and intelligence authorities.  
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(iv) Countries should encourage NPOs to conduct transactions via regulated 
financial channels, wherever feasible, keeping in mind the varying capacities of 
financial sectors in different countries and in different areas of urgent charitable 
and humanitarian concerns. 

(b) Targeted risk-based supervision or monitoring of NPOs 

 Countries should take steps to promote effective supervision or monitoring. A “one-
size-fits-all” approach would be inconsistent with the proper implementation of a risk-
based approach as stipulated under Recommendation 1 of the FATF Standards. In 
practice, countries should be able to demonstrate that risk-based measures apply to 
NPOs at risk of terrorist financing abuse. It is also possible that existing regulatory or 
other measures may already sufficiently address the current terrorist financing risk to 
the NPOs in a jurisdiction, although terrorist financing risks to the sector should be 
periodically reviewed. Appropriate authorities should monitor the compliance of NPOs 
with the requirements of this Recommendation, including the risk-based measures 
being applied to them.22 Appropriate authorities should be able to apply effective, 
proportionate and dissuasive sanctions for violations by NPOs or persons acting on 
behalf of these NPOs.23 The following are some examples of measures that could be 
applied to NPOs, in whole or in part, depending on the risks identified: 

(i) NPOs could be required to license or register. This information should be 
available to competent authorities and encouraged to be available to the 
public.24 

(ii) NPOs could be required to maintain information on: (1) the purpose and 
objectives of their stated activities; and (2) the identity of the person(s) who 
own, control or direct their activities, including senior officers, board members 
and trustees. This information could be publicly available either directly from 
the NPO or through appropriate authorities. 

(iii) NPOs could be required to issue annual financial statements that provide 
detailed breakdowns of incomes and expenditures. 

(iv) NPOs could be required to have appropriate controls in place to ensure that all 
funds are fully accounted for, and are spent in a manner that is consistent with 
the purpose and objectives of the NPO’s stated activities. 

(v) NPOs could be required to take reasonable measures to confirm the identity, 
credentials and good standing of beneficiaries25 and associate NPOs and that 

                                                      
22  In this context, rules and regulations may include rules and standards applied by self-regulatory organisations and 

accrediting institutions. 
23  The range of such sanctions might include freezing of accounts, removal of trustees, fines, de-certification, de-

licensing and de-registration. This should not preclude parallel civil, administrative or criminal proceedings with 
respect to NPOs or persons acting on their behalf where appropriate. 

24  Specific licensing or registration requirements for counter terrorist financing purposes are not necessary. For 
example, in some countries, NPOs are already registered with tax authorities and monitored in the context of 
qualifying for favourable tax treatment (such as tax credits or tax exemptions). 
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they are not involved with and/or using the charitable funds to support 
terrorists or terrorist organisations26. However, NPOs should not be required to 
conduct customer due diligence. NPOs could be required to take reasonable 
measures to document the identity of their significant donors and to respect 
donor confidentiality. The ultimate objective of this requirement is to prevent 
charitable funds from being used to finance and support terrorists and terrorist 
organisations. 

(vi) NPOs could be required to maintain, for a period of at least five years, records of 
domestic and international transactions that are sufficiently detailed to verify 
that funds have been received and spent in a manner consistent with the 
purpose and objectives of the organisation, and could be required to make these 
available to competent authorities upon appropriate authority. This also applies 
to information mentioned in paragraphs (ii) and (iii) above. Where appropriate, 
records of charitable activities and financial operations by NPOs could also be 
made available to the public. 

(c) Effective information gathering and investigation 

(i) Countries should ensure effective cooperation, coordination and information-
sharing to the extent possible among all levels of appropriate authorities or 
organisations that hold relevant information on NPOs. 

(ii) Countries should have investigative expertise and capability to examine those 
NPOs suspected of either being exploited by, or actively supporting, terrorist 
activity or terrorist organisations. 

(iii) Countries should ensure that full access to information on the administration 
and management of a particular NPO (including financial and programmatic 
information) may be obtained during the course of an investigation. 

(iv) Countries should establish appropriate mechanisms to ensure that, when there 
is suspicion or reasonable grounds to suspect that a particular NPO: (1) is 
involved in terrorist financing abuse and/or is a front for fundraising by a 
terrorist organisation; (2) is being exploited as a conduit for terrorist financing, 
including for the purpose of escaping asset freezing measures, or other forms of 
terrorist support; or (3) is concealing or obscuring the clandestine diversion of 
funds intended for legitimate purposes, but redirected for the benefit of 
terrorists or terrorist organisations, that this information is promptly shared 
with relevant competent authorities, in order to take preventive or investigative 
action. 

                                                                                                                                                                            
25  The term beneficiaries refers to those natural persons, or groups of natural persons who receive charitable, 

humanitarian or other types of assistance through the services of the NPO. 
26  This does not mean that NPOs are expected to identify each specific individual, as such a requirement would not 

always be possible and would, in some instances, impede the ability of NPOs to provide much-needed services 
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(d) Effective capacity to respond to international requests for information about an NPO of 
concern. Consistent with Recommendations on international cooperation, countries 
should identify appropriate points of contact and procedures to respond to 
international requests for information regarding particular NPOs suspected of 
terrorist financing or involvement in other forms of terrorist support. 

D. RESOURCES FOR SUPERVISION, MONITORING, AND INVESTIGATION 

7. Countries should provide their appropriate authorities, which are responsible for supervision, 
monitoring and investigation of their NPO sector, with adequate financial, human and 
technical resources. 

 

Glossary of specific terms used in this Recommendation 

Appropriate authorities refers to competent authorities, including regulators, tax authorities, FIUs, 
law enforcement, intelligence authorities, accrediting institutions, and 
potentially self-regulatory organisations in some jurisdictions. 

Associate NPOs includes foreign branches of international NPOs, and NPOs with which 
partnerships have been arranged. 

Beneficiaries refers to those natural persons, or groups of natural persons who receive 
charitable, humanitarian or other types of assistance through the services 
of the NPO. 

Non-profit organisation or 
NPO 

refers to a legal person or arrangement or organisation that primarily 
engages in raising or disbursing funds for purposes such as charitable, 
religious, cultural, educational, social or fraternal purposes, or for the 
carrying out of other types of “good works”. 

Terrorist financing abuse 

 

refers to the exploitation by terrorists and terrorist organisations of NPOs 
to raise or move funds, provide logistical support, encourage or facilitate 
terrorist recruitment, or otherwise support terrorists or terrorist 
organisations and operations. 
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Immediate Outcome 10 Terrorists, terrorist organisations and terrorist financiers are 
prevented from raising, moving and using funds, and from abusing 
the NPO sector. 

 

Characteristics of an effective system  

Terrorists, terrorist organisations and terrorist support networks are identified and deprived of the 

resources and means to finance or support terrorist activities and organisations. This includes 

proper implementation of targeted financial sanctions against persons and entities designated by 

the United Nations Security Council and under applicable national or regional sanctions regimes. 

The country also has a good understanding of the terrorist financing risks and takes appropriate 

and proportionate actions to mitigate those risks, including measures that prevent the raising and 

moving of funds through entities or methods which are at greatest risk of being misused by 

terrorists.  Ultimately, this reduces terrorist financing flows, which would prevent terrorist acts.   

This outcome relates primarily to Recommendations 1, 4, 6 and 8, and also elements of 

Recommendations 14, 15, 16, 30 to 32, 37, 38 and 40. 

Note to Assessors:  

Assessors should also consider the relevant findings on the level of international co-operation which 

competent authorities are participating in when assessing this Immediate Outcome.  

Core Issues to be considered in determining if the Outcome is being achieved  

10.1. How well is the country implementing targeted financial sanctions pursuant to (i) 

UNSCR1267 and its successor resolutions, and (ii) UNSCR1373 (at the supra-national or 

national level, whether on the country’s own motion or after examination, to give effect to the 

request of another country)?  

10.2. To what extent, without disrupting or discouraging legitimate NPO activities, has the country 

applied focused and proportionate measures to such NPOs which the country has identified 

as being vulnerable to terrorist financing abuse, in line with the risk-based approach?   

10.3. To what extent are terrorists, terrorist organisations and terrorist financiers deprived 

(whether through criminal, civil or administrative processes) of assets and instrumentalities 

related to TF activities?  

10.4. To what extent are the above measures consistent with the overall TF risk profile? 

a)  Examples of Information that could support the conclusions on Core Issues  

1. Experiences of law enforcement, FIU and counter terrorism authorities (e.g., trends indicating 

that terrorist financiers are researching alternative methods for raising / transmitting funds; 
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intelligence/source reporting indicating that terrorist organisations are having difficulty 

raising funds in the country). 

2. Examples of interventions and confiscation (e.g., significant cases where terrorists, terrorist 

organisations or terrorist financiers are prevented from raising, moving and using funds or their 

assets seized / confiscated; investigations and interventions in NPOs misused by terrorists).  

3. Information on targeted financial sanctions (e.g.,  persons and accounts subject to targeted 

financial sanctions under UNSC or other designations; designations made (relating to 

UNSCR1373); assets frozen; transactions rejected; time taken to designate individuals; time 

taken to implement asset freeze following designation). 

4. Information on sustained outreach and targeted risk-based supervision and monitoring of 

NPOs that the country has identified as being at risk of terrorist financing abuse (e.g. frequency 

of review and monitoring of such NPOs (including risk assessments); frequency of engagement 

and outreach (including guidance) to NPOs regarding CFT measures and trends; remedial 

measures and sanctions taken against NPOs). 

b)  Examples of Specific Factors that could support the conclusions on Core Issues  

5. What measures has the country adopted to ensure the proper implementation of targeted 

financial sanctions without delay? How are those designations and obligations communicated 

to financial institutions, DNFBPs, VASPs and the general public in a timely manner?   

6. How well are the procedures and mechanisms implemented for (i) identifying targets for 

designation / listing, (ii) freezing / unfreezing, (iii) de-listing, and (iv) granting exemption? 

How well is the relevant information collected?  

7. To what extent is the country utilising the tools provided by UNSCRs 1267 and 1373 to freeze 

and prevent the financial flows of terrorists? 

8. How well do the systems for approving or licensing the use of assets by designated entities 

for authorised purposes comply with the requirements set out in the relevant UNSCRs (e.g., 

UNSCR 1452 and any successor resolutions)?  

9. What is the approach adopted by competent authorities to target terrorist assets? To what 

extent are assets tracing, financial investigations and provisional measures (e.g., freezing and 

seizing) used to complement the approach?  

10. To what extent are all four of the following elements being used to identify, prevent and 

combat terrorist financing abuse of NPOs: (a) sustained outreach, (b) targeted risk-based 

supervision or monitoring, (c) effective investigation and information gathering, and 

(d) effective mechanisms for international cooperation. To what extent are the measures 

being applied focused and proportionate and in line with the risk-based approach such that 

NPOs are protected from terrorist financing abuse and legitimate charitable activities are not 

disrupted or discouraged?  

11. To what extent are appropriate investigative, criminal, civil or administrative actions, co-

operation and coordination mechanisms applied to NPOs suspected of being exploited by, or 
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actively supporting terrorist activity or terrorist organisations? Do the appropriate 

authorities have adequate resources to perform their outreach / supervision / monitoring / 

investigation duties effectively? 

12. How well do NPOs understand their vulnerabilities and comply with the measures to protect 

themselves from the threat of terrorist abuse?  

13. Are there other aspects of the investigative, prosecutorial or judicial process that promote or 

hinder the identification, tracing and deprivation of assets and instrumentalities related to 

terrorists, terrorist organisations or terrorist financiers? 

14. Do the relevant competent authorities have adequate resources to manage their work or 

address the terrorist financing risks adequately  

15. Where resources are shared, how are terrorist financing related activities prioritised? 

  




